Configuring Off-host Backups
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Current Situation

Microsoft Exchange Server and SQ
administrators need to ensure tha
is maintained 24 hours a day, 7 da
potential of quickly escalating into
to become unavailable.

The PowerVault DL Backup-to-Disk
Advanced Disk-based Backup Opti
Storage Arrays are combined to cr
backup support for Microsoft Exch
solution eliminates backup windov
applications back online after data
capabilities built into Microsoft Ex
Server® 2003 and 2008 and the ha

L Server are mission-critical components in today’s business environment. IT

t access to data and email communications for employees, customers, and partners
ys a week. The greater reliance on all forms of electronic communication raises the
a business disaster when any event causes mission-critical email and database data

Appliance powered by Symantec Backup Exec coupled with the Backup Exec

on (ADBO) used in conjunction with the snapshotting capabilities of Dell EqualLogic
eate a comprehensive solution for customers that want quick recovery and off-host
ange Server 2003 and 2007 and Microsoft SQL Server 2000, 2005, and 2008. This
vs, reduces the performance load on application servers, and quickly brings
corruption issues. This solution leverages the Volume Shadow Copy Service (VSS)
change Server 2003 and 2007, Microsoft SQL Server, and Microsoft Windows
rdware snapshot capabilities of Dell EquallLogic Storage Arrays.
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How does Off-host Backup Work?

Exchange
Server
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Off-host backup minimizes the ir
An off-host backup is performed

1) The PowerVault DL Back
Exec Remote Agent instz
for protection

2) The EquallLogic Storage /
3) The snapshot is mounte
directly across the SAN i

a2
PowerVault
" DL Backup to Disk Appliance

EquallLogic
Storage

SCSI SAN

npact to the LAN by moving backup data across the SAN during the backup process.
on the following manner:

up to Disk Appliance powered by Symantec Backup Exec in conjunction with Backup
lled on the protected server (Exchange in this example) prepare the remote server

\rray creates a snapshot of the protected server’s data residing on the array.
d directly to the PowerVault DL Backup to Disk Appliance and the backup data flows
nstead of the LAN.
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Solution Components

PowerVault DL Backup to Disk A

Dell has simplified the backup pr
powered by Symantec Backup E
Symantec Backup Exec software
comes with integrated automate
use. Set it up, configure storage

Advanced Disk-based Backup O

Enables faster backups and resta
Host backups to perform zero in
requirements and do not impact
sets sequentially, simplifying res
the remote computer by process
instead of on the remote compu

Advanced Open File Option

\ppliance powered by Symantec Backup Exec

ocess by offering the only integrated hardware, software and services solution
ec. The PowerVault DL Backup to Disk Appliance comes factory installed with
and a unique wizard driven set up and management utility. The backup software
2d dynamic disk provisioning that configures and sets up the disks for immediate
add more disks — it only takes a few clicks.

ption (ADBO)

res through advanced disk-based backup and recovery, including Synthetic and Off-
pact backups. Synthetic backups reduce backup windows and network bandwidth
the original client. New true image restore functionality automatically restores data
tores. The Off-Host backup feature enables better backup performance and frees
ing the backup operation of the remote computer on a Backup Exec media server
ter or host computer.

The Symantec Backup Exec for Windows Servers Advanced Open File Option (AOFO) uses advanced open file and

image technologies designed to
protecting open files and manag

Agent for Windows Systems

alleviate issues that are sometimes encountered during backup operations, such as
ing shortened backup windows.

The Remote Agent is a system service that runs on remote Windows servers and workstations. The Remote Agent

provides faster backup processing by locally performing tasks that in typical backup technologies that require

extensive network interaction. The Remote Agent processes backup data into a continuous stream that the media

server then processes as a single task. This method provides better data transfer rates over traditional technologies,

which require multiple requests

and acknowledgments between the media server and the remote server.
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Agent for Microsoft Exchange S

Backup Exec Agent for Exchange
protection and recovery by elim
recovery of individual messages,
Technology. Additionally, admin
the number of backups, time an
Exchange Agent can granularly r
backups. Backup Exec Agent for
2003, and 2007 data while the a

Agent for Microsoft SQL Server

Efficiently eliminate the daily ba
have been made right up to the

allow IT administrators to restor
of the actual data streams being
2005 snapshots are integrated in
recovery in seconds. This agent f
with granular protection on 32-

Dell EqualLogic Host Integration

The Dell EquallLogic Host Integra
fast provisioning of Windows Sys

Manager VSS provider and VSS r
(VSS) backup operations.

erver

provides continuous data protection for Exchange Server and revolutionizes data
nating the daily backup window for Exchange backup jobs while still allowing
folders and mailboxes — in seconds with patent-pending Granular Recovery
istrators do no need to run a mailbox (or MAPI) backup, which significantly reduces
d cost required to protect Exchange. With Granular Recovery Technology, the
ecover from a single full backup, eliminating the need for multiple Exchange
Exchange provide fast, flexible technology that protects vital Exchange Server 2000,
pplication is still online.

ckup window for SQL servers and enable recovery of database transactions that
time of the hardware or software failure. Additionally, flexible recovery options

e SQL databases to destinations other than where they originated, directing a copy
sent to media by a SQL database to a local directory for later use. The SQL Server
to the Backup Exec catalog for a consolidated look at all data copies available for
brovides SQL Server 7.0, SQL Server 2000, SQL Server 2005 and 2008 administrators
and 64-bit systems down to the individual database or file group.

Tools

tion Tools integrated Windows systems with PS Series storage arrays. This allows
tems on a PS Series SAN. The Host Integration Tools includes Auto-Snapshot
equests that enables you to implement Microsoft Volume Shadow Copy Service
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Note: Before continuing with the installation and setup of the DL Backup to Disk Appliance and EqualLogic storage
for off- host backups, refer to the Best Practices and Troubleshooting section located at the end of the document.

Dell EqualLogic iSCSI Storage Arrays

Dell EqualLogic storage solutions deliver the benefits of consolidated network storage in a self-managing iSCSI
storage area network that is affordable and easy to use, regardless of scale. By eliminating complex tasks and
enabling fast and flexible storage provisioning, these solutions dramatically reduce the cost of storage acquisition
and ongoing operations.

The process for configuring the DL Backup to Disk Appliance powered by Symantec Backup Exec for off-host
backups includes:

1. Installing the Dell Equalliogic Host Integration Tools on the PowerVault DL Backup to Disk Appliance
Configuring the PowerVault DL Backup to Disk Appliance for access to the iSCSI array, and snapshots that are
being protected.

3. Installing the Backup Exec options on the media server and the remote server that is being protected using
off-host backups.

4. Configuring and running| off-host backup jobs.

5. Configuring and running restores of data that has been backed up using the off-host backup methodology
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Installing the Dell EqualLogic Hast Integration Tools on the Backup Exec Media Server

This process assumes that the Dell EquallLogic array has already been setup and configured. The Backup Exec media
server will be added to an existing installation.

1. Start the installation of the Dell EqualLogic Host Integration Tools on the Backup Exec Media Server using
the installation executable.

Host Integration Tools 3.1.2 (64-bit)

@ EquAaLLoOGIC

Welcome to the Host Integration Tools 3.1._2 installation program.

Thiz program will inztall Host Integration Toolz on your computer. To continue; click Mest.

| |
| | Cancel |

2. Click Next to begin the installation.

3. Accept the terms of the license agreement and click Next to continue.

4. Select the Typical installation and click Next to continue. You may be prompted to start and enable the iSCSI
Initiator service to allow|iSCSI traffic. Select Yes to enable the iSCSI initiator if prompted.

5. Click Install to complete|the installation. You may be prompted to enable the Microsoft Multipath I/O if it is
not automatically enabled. Select Yes to enable the Microsoft Multipath 1/0.
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Click Finish to complete the installation process.

NOTE: The remote setup wizard|can be used to configure the Backup Exec media server for access to the array by
selecting Launch Remote Setup Wizard. If the remote setup wizard is not used, the following steps will need to be
performed for configuring access to the array.

Using the Remote Setup Wizard to Configure the Media Server for access to the array

1. Select Configure this coT'lputer to access a PS series SAN and click Next to continue.

Remote Setup Wizard

Welcome to the Remote Setup Wizard

Thiz wizard enables pou to initialize one or more PS Senes araps and create or
expand a PS Senies group [SAN]. You can alzo configure this computer to
accessz a PS Senes SAN or uze Equallogic MPIO.

Mate: The computer must be connected ta the same Ethermet segment az the
array, and Layer 2 multicazting must not be blocked between the zerver and
array.

" Initialize a PS5 Series anay

¥ Configure this computer to access a PS Seres SAMN;

" Configure MPIO zettings for this computer

< Back I Hent » I Cancel

2. Click Add Group and specify the Group Name, IP Address, and CHAP credentials. Click Save.
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Remote Setup Wizard

Add or Modify Group Info E2
GrauUp name: I

access the SAN

allov thiz computer to access a PS Senes

iroup IP address: I 10 ., B85 . 21 ., 185 bo Microsoft services, such as Virtual Dizk
opy Service WS5).
u .
t] CHAP credentials For Y0535 access ko group ter:
Q h
-l
2 User name: I SYMC £dd Group
E.I" todify Group
ad

B b B
Password; I

Remove Group

¥ Use CHAP credentials For iSCSI discovery

More Informstion

Save I Zancel |

¢Back | Mews Finish

ager for SAMs upon ext to create a volume

NOTE: Ensure the Chap credentials have first been setup correctly in the Group Administrator web
management Page.

3. Click Finish to complete|the process.

Manually Configure the Media Server for access the array
Windows 2008

1. Click on Start -> Administrative Tools -> iSCSI Initiator. The iSCSI Initiator properties dialogue box appears.

2. Click on the General tab/and note the iSCSI initiator name
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i5CSI Initiator Properties

RADIUS
Targets

Volumes and Devices I
Discovery I

Favorite Targets |
General

iSCSI devices are disk, tapes, CDs, and other storage devices on
another computer on your network that you can connect to,

Your computer is called an initiator because it initates the connection to

the iSCSI device, which is called a target.

Initiator Name

ign. 1991-05. com. microzoft:didp6 7dz |

To rename the initiator, dick Change.

To use mutual CHAP authentication for verifying
targets, set up a CHAP secret.

To set up IPsec tunnel mode addresses,
dick Set up.

What is i5CSI 7

Change...

Secret | L
Setup |

Cancel Apply -

3. Click on the Discovery t3
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iSCSI Initiator Properties |
Favarite Targets I Volumes and Devices I RADILS I
General Discovery I Targets
—Target portals
Address | Part | Adapter | IP address
10.65.21.185 3260 Default Default
Add Portal. .. Remove Refresh |
riSMS servers
Mame I
Add... REMm@VE | Refresh |
oK | Cancel | Apply |

4. Click on Targets tab and|click Refresh. If not already done so, this will populate the iSCSI targets that the
media server is able to access.
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iSCSI Initiator Properties r
Favorite Targets I Volumes and Devices | RADIUS | L
General I Discovery Targets

To access storage devices for a target, select the target and then dick
Log on.

To see information about sessions, connections, and devices for a target, L
dick Details.

Targets:

MName | status
ign. 2001-05,com.equallogic;0-8a0906-8d928a902-225000,..  Inactive
ign. 2001-05,com. equallogic:0-8a0306-c 12 282902298000, ..  Inactive
ign. 2001-05,com. equallogic;0-5a0906-04328a902-756000. .. Inactive
ign. 2001-05,com. equallogic:&6-8a0900-a6626a902-8ef000... Connecte

Details Log an... | Refresh |

5. Click Advanced in the Log On to Target dialog box. Set the CHAP logon information check box and specify
the CHAP user name and secret. The username must match an access control record for the volume.
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Using the Dell Equallogic Gro

up Administrator Web Management page to configure access to the Dell

EqualLogic Array

1. Launch the Group Manager Applet or open a web browser interface to the Group IP Address.

2. The username and password to the Group will need to be specified for access.

3. Click on the Group Configuration in the left hand web navigation pane

4. Click on the iSCSI tab in the right hand web pane.
/2 IDM Group Manager - Windows Internet Explorer == =]
@@ ¥ [/ http://10.1. 1.6/ =] f'_"_g_,h__ p'v

5.7 Favorites | 1.5 @ Suggested Sites ~ ¢ € | Web Slice Gallery =

F!—'_.IDM Group Manager | | E} B - @ v Page» Safety + Tools » @-
QEGUALLDGIC Account: grpadmin  Logged in 6/48/09 2:09:47 PM ¢ Logout ;I
3 Group I Group Configuration e =T |J
% Group Configuration e
Group Monitari :
. Group Monitoring Summary General ] Administration ] Nofifications  ISCSI l ShIvE ] VDSASS ] Defaults l Advanced ]

Events (105 new
@ Storape Pools

B ofHr2
= n “olume Collections

a Replication Partners

& 51909 9:5:19 AM

vieh access: enabled
Telnet access: enabled
55H access: enabled
E-mail Notifications
E-mail slerts: dissbled
E-mail Home: dissbled

Event L ogs

Administration Access

Syslog: disabled @- ﬂ [ Prevent unautharized hosts from dizcovering tz
ISCSI Authentication g % vhen the iISCEl discovery filtter is enabled, & host
RADIUS: disakled A E will dizcover an iSCSl taraet anly if the host has the
Local CHAP: enabled correct CHAP credentials for the target.
4 Down

SHMP Settings .
ShMP access: dizabled
VDSANSS
Access: restricted Lol Chiaiser ] Passvrord ] Status [} sad

_a Sy symcofthost] enakiled

iSCSI Authentication
il Members Group name: [Dh
B @ volumes IP address: 10416 ISCS! inttistar suthertication . ~Target authertication
B @ oFHM

[ Enable RADIUS authertication for iSCS! intistors User name: isymc
¥ Consutt lacally defined CHAP accounts first

[F RADIUS settings

Pazzword: |symcoffh0311
¥ moity

ISCSI Discovery

IEMS servers, inorder of preference —

¢ ISCEl discovery filker -

[ modity
T Delete

1 outstanding alarm (1 new)
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11 [ [/ ustedses [ otected ode: off
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Modify target CHAP account

5. Click on the Modify Link|/on Target chap account and set the user name and password and then click OK.

x|

* User name: I@

Pazsword: |syrncuffhust1

Hote: User password will be auto-generated
if the Password field is blank

P ok 3 cancel

Java Applet Window

symantec.
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/= IDM Group Manager - Windows Internet Explorer

# fat L .
@ - I-l-'_, http://10.1.1.6/

=12 x|
[l &4+|| x| [ &ng el
i:‘? Favorites | i.:‘§ @ Suggested Sites ~ @ | Web Slice Gallery -
r—'_.IDM Group Manager | | & - = [ g@a v Page ~ Safety = Tools » @-
@Eﬂmmc Account: grpadmin  Logged in 618/09 2:09:47 PM 48 Logout =]
Group DM Volume OFHT1
% Group Configuration
I!Group honitoring —— o X 5
Everts (105 nevw) Activities Status ~ Access | Snapshots l Replication l Collections l Schedules l Connections l
@ storage Pools Volume OFHT1 = -
Tl Members 6 Access Control List
ol Yolume j i
B g ﬂo ;?:ST 4 @ Madify volume seftings iSCSI access to the volume: restricted
@ 61909 9:59:19 AM @ Clone volume Access type: read-write, shared
@ ornrz : Set volume otfline Sppliss to 4 | CHAP user | I address | ISCS intistor [ add
i Set access type X
0 n:;zl:;e Collections @ Delete volume R volume & snapshots syme + + W Moty
— & volume & snapshots ® 1014142 * T Delete
a Replication Partners Snapshots 2 vol N it . .
@ Modify snapshat settings volme & snapshats 101.1.14
@ Creste snapshot now 2 volume & snapshats : mnin :
LPEETe SNAREIOL NOYY
@ Restore volume
@ Delete snapshats
Schedules
@ Creste scheduls
Replication

@ Configure replication

Select access control record from the lizt to display detailz

A outstanding alarm {1 new)

|Modiﬁ( volume settings

6. Click on the plus sign to
7. Click on the specific volu
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[T T[T [8 [ [ Trusted stes | rotected Moce: Off

va v [m10% - 4

expand Volumes

me for Off-host backup in the left hand web navigation pane.
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8.

9.
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For each volume that wi
has access to the snapsh
specified according to C

| be utilized as part of the off-host backup, verify that the Backup Exec media server
ots. Click on the Access tab and verify the access list. The access list can be
HAP credentials, IP address, and iSCSI initiator.

Create access control record i 5[

[ Authenticate using

CHAP user name:

[T Limit access by IP addresgs (asterizks allowed):

r Limit access to iSC

Sl initiator name:

Apply to
’7 ¥ volume ¥ snapshots
vﬂl{ x Cancel
Java Applet Window

Ensure an entry is listed

for CHAP and by IP address for each host that will be performing Off-host backups.
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Installing and Configuring the Backup Exec Agents and Options for Off-host Backup

NOTE: The following assumes Backup Exec has been installed on a server.

1. From the Backup Exec U], Select Tools -> Install Options and License Keys on this Media Server
2. The Backup Exec License Wizard appears. Enter the license keys for:

e Advanced Disk-based Backup Option

o Agent for Windaws Systems (if applicable)

e Exchange Agent|(if applicable)

e SQL Agent (if applicable)

NOTE: A remote agent is required for each remote system that is being protected.

3. Verify that the licensed options will be installed on the media server and click Next.

iEE Symantec Backup Exec {TM) 12.5 for Windows Servers

Symantec Backup Exec Options
Fieview the options that you selected to be installed on DJDPE7DZ.

I To select mare options, or to clear the options that you do nat want to instal, click the check boxes in the list.

License Keys Feature: Feature Deszcription:

: Tape Device Drivers -l Fully protects active databazes
Online Documentation and verifies all of your SOL data
Enable Robotic Libramy Suppart aLtamatically.

-[] Create Clone CD

-] Copy Server Configurations

-] Managed Media Server
Advanced Open File Option
Inteligent Disaster Recoverny

----- [ active Directory Recovery Agent

----- Advanced Disk-based Backup Option
----- [] &gent for DE2 on Windows Servers
----- [ &agert for Enterprise \:a’ault Dirive

----- [ Agent for Lotus Domina Required: 939 ME

----- Agert for Microsoft Exchange Server Awailable: 214166 MB
----- [ agert for Microsoft SharePaoint
----- Agent for Microsoft S0 B
----- [ &gent for Microsoft Vitual Servers
----- [] &gent for Oracle on Windows or Linus Servers
----- [ Agert for S4P Applications

----- [ Agent for Whware Virtual Infrastucture

----- [ Central Admin Server Option

----- [] Desktop and Laptop Option

U | [] WDMP Option
2Upport W eh Jite 2 ;.
Hippoe e il [] Femoate Media Agent for Linus Servers

P Local Optians
| Seftings
Install

Finizh

=}

----- [] 5&M Shared Storage Option

----- +| Storage Provisioning O ption
View Fieadhte g P -

Back Next Cancel

° ,symantcc.
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9.

A summary of the agent
Once the installation has
Next, remote agents nee
Agents and Media Serv
Right click on Windows

Directory Domains or M
agents on. Make sure tc
Enter the Username, Pas
and can be used to insta
Select the Remote Agen

Creating Backup Jobs

Now that the remote agents hayv

using an off-host backup.

1.

, symantec.
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Select the Backup Tab a
Select the remote systen

folders, or volumes. Ify
you are protecting a SQL

s and options to be installed is presented. Click Install to continue.
completed, click Finish to continue.
2d to be installed on the systems that are being protected. Select Tools -> Install
rs on other Servers. The installation wizard appears. Click Next to continue.
emote Agents and select Add Remote Computer. Browse through either Active
crosoft Windows Network to browse and find the remote computers to install the
select all of the systems that will be protected by Backup Exec.
sword, and Domain information that has administrative rights on the target system
Il the agent. Click Ok to continue.
t for Windows Systems and Advanced Open File Option and click Finish to continue.

e been installed, Backup jobs can be created and run to protect the remote systems

nd select New Backup Job. The Backup Job properties screen will appear.

n and data that is to be protected. If you are protecting a file server, select the files,

ou are protecting a Microsoft Exchange Database, select the Information Store. If
Server, select the SQL instance.
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Backup Job Properties Comments? [ [=]
5  Selections
R Selection list name:
BTy election list name:
Fesource Order IEackup Qooog j Load selections fram exizting list... | W Include subdirectories
Fesource Credentials Selection list description: | v Shaow file details

Priarity and A ailahility

I Include/E «clude...
Selection List Matification

Destination iew by Resource I Wiew Selection Details |
DE\-'-ICB and Media Eﬁg All Resources || Name ~ | Size | il
SG"'“'“gls =[] =2 pioPemDz | SRECYCLE.BIN F
Ade:aerr'uied System Volume I... F
12 Users F

Metwork and Security
Pre/Fost Commands
Advanced Open File

F & Microsoft SQL Server "BKUPEXECT
Advanced Disk-based Backur 0 @ Utility Partition
Microsoft SUL =] & Shadow Copy Components

M!C'DSDH E:-cchangle =1 [#] ly, Favorite Resources
Microzoft SharePoint

icrosoft Active Directary

[7] [®] Macintosh Systems

Lotus Doming i windows Systems

Oracle 5-[]ED piorsmmz

DE2 =-[A1E2 pL2000-0H

Metware S5 D= c

Lirw, Urix, atd Macintosh = E

NDMP [] =4 System State

Enterprize Wault O g Utility Partition

Whiware Virtual Infrastructure D & Shadow Copy Components

Microsoft Virtual Server - .&. Domains

Motification #-[7] (5] Orade Real Application Clusters
Frequency - [7] = NDMP Servers =

Schedule #-[7] gt Microsoft SharePoint Server Farms

User-defined Selections
E:E Entarnrice Vst LI | | _>I

4 | 2

Run Mow I Caticel | Help |

4

3. Next, select the destination for the backup. Select Device and Media and then select the destination from
the Device drop down.

4. Select General to name the backup job and specify additional options.

5. Select Advanced Disk-based Backup and select the option Use offhost backup to move backup processing
from remote computer to media server. Under snapshot provider, select Hardware — Use technology
provided by the hardware manufacturer.
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Backup Job Properties Comments? [l [=] B3

~Advanced Dizk-bazed Backup

Source
Selections [v Use ofthost backup to move backup processing from remote computer to media server
Resource Order
Resource Credentials Shapzhat provider:
Priarity and A ailahility
Selection List Motification Job dizposition
Desl_lnatlun i If any of the zelected rezources do not support offhost backup:
Device and Media
Settings %' Continue the backup job (offhost backup is not used)
i) ™ Fail the backup job [further selections are not backed up after failure occurg]
advanced
Metwork and Security

Pre/Fost Commands
Advanced Open File
Advanced Disk-bazed Backur
Microzoft SOL

Microzoft Exchange
Microzoft SharePoint
icrosoft Active Directary
Latuz Dromine

Oracle

LBZ2

Metwiare SMS

Lirwe, Urix, atd Macintosh
HOP

Enterprize Wault

Whware Vitual Infrastructure

[ Process logical volumes for offhost backup one at a time

ticrozoft Vitual Server

I atific:ation
Frequency

Schedule

4 |+

Run Mow I Cancel | Help |

A

6. Perform this step if this is a backup of Microsoft Exchange. If this is not a backup of Microsoft Exchange, skip
to step 8. Select Microsoft Exchange and verify that the option Use Backup Exec Granular Recovery
Technology (GRT) to enable the restore of individual mailboxes, mail messages, and public folders from
Information Store backups. Continue to Step 8.
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Backup Job Properties Comments? [ [=] [

r Microzoft Exchange

Source
Selections r Information Store Backups
Rezource Order Backup method:
Rezource Credentialz ;
Full - Databaze & Logs [fush committed logs =
Frioiity and Availability I 3 | 9s) [
Selection List Motification [~ Continunusly back up transaction logs with Backup Exec Continuous Protection S erner
Destination
Device and Madia take & recovery point that creates browsable backup sets and |8 = IHours j
Settings tiuncates logs evern
General wwithaut recoven: pointe, individual Tnall messages and folders can only be recovered fronm the last
Advanced full backum.
Metwark and 5ecurity V¥ Use Backup Exec Granular Recovery Technology [GRT] to enable the restore of individual mailboxes, mail

Pre/Post Commands messages, and public folders from Infarmation Stare backups [Exchange 2000 and later only; incremental
backups supported with policy-based jobs only)

Advanced D!:en File Guide M
Advanced Disk-based Backug —l
Microzaft SGEL ¥ Perform consistency check before backup when using Microzoft Molume Shadow Copy Service

b tE & [%55] znapshot provider

Microzoft SharePoint

Microzoft Active Directory
Lotus Daomino |f Exchange 2007 backup source is LCR or CCR:

W Continue with backup if consistency check fails

Oracle IBack up fram the pazzive copy and if not available, try the active copy [recommendead] j
DEZ2

Metwfare SMS

Lirs, Unix, and M acintosh
HNOMP

Enterprize Vault

Whdware Virtual [nfrastructure
Microzoft Wirtual Server

Motification
Frequency
Scheduls

ol [ +]

Fiun Mow I Cancel | Help |

7

7. Perform this step if this is a backup of Microsoft SQL. If this is not a backup of Microsoft SQL, skip to Step 8.
Select Microsoft SQL and specify the backup options for the SQL backup. Continue to Step 8.

8. Click on Schedule and specify the scheduling options for the backup. Click Run Now to submit the backup
job for processing. The backup job status can be monitored from the Job Status tab.

Restoring Data

1. Select the Restore Tab and select New Restore Job. The Restore Job properties screen will appear.
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Restore Job Properties Comments? [E[=]

 Selections
Selection list:

Source
Selections . .
Resource Credentials IHestore 00003 j Load selections from existing list... | IV Include subdirectaries

; v Show file detail
Dew_u:e . Seanch Catalogs... I Ihciude,E Hohude. .. b
Destination

. e Beginning | Yl Ending I ,I
il Hediactidn backup date: |7 2/11/2009 backup date; I_ 3/13/2003

Microzoft SOL Redirection

Microzaft Exchange Redirection Wiew by Resource | “Wiew by Media I “Wiew Selection Details |

Microzoft SharePoint Redirection =-H @ Mame & | Comment

Oracle R edirection ED DL2000-0H =] ﬁ DL2000-0H

DE2 Redirection =-E G:

Enterprise Wault R edirection H-[] @ 3/10/2009 1:01:04 PM {Full)

Whdware Redirection -] 3/10/2009 12:43:04 PM (Full)
- 6%

Iicrogoft Vitual Server Redirectior 3/10/2009 5:14:34 AM (Offhost Full)
Settings

General

Advanced

Metwork and S ecurity
Pre/Paost Commands
Microzaft SOL

Microzoft Exchange
Microzaft SharePoint
Microzoft Active Directon
Latus Domino 4 I I —>I
Oracle

LBz -
Enterprize Vault General

Neti/are SMS Mame: All Resources
Lirus, Unix, and Macintosh
NOMP

Wihdrzra ek sl nfeackeh e =
] | »

e

v Preview pane

All Resources

Run Mo I Cancel | Help |

4

2. Select the data that is to be restored. If you are restoring data to a file server, individual files and folders or
complete volumes can be restored. If you are restoring data to an Exchange server, individual items can be
restored such as mailboxes, messages, and public folders and the entire Information Store can be restored.
If you are restoring data/to a SQL server, select the SQL database for restoration.

3. Select General to name the backup job and specify additional options.

4. Perform this step if this is a restore of Microsoft Exchange Data. If this is not a restore of Microsoft
Exchange data, skip to Step 6. Select Microsoft Exchange to verify the restore options for the Exchange
data. Continue to Step 6.
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Restore Job Properties Comments? [ s}

— Microzaft Exchange

Source =]
Selections [~ Automatically recreate user accounts and mailboxkes
HBS_DU'CB Credentials Mate: To zet the password assigned to recreated user acoounts, click the Tools menu, then click Options, and then
Device under Job Defaults, click Exchange.

Destination

[~ When restoring individual mail meszages and folders, restore over existing meszages and folders
File Redirection

Microsoft SOL Redirection [ Exchange v5.5

Microsoft Exchange Redirection ¥ Mo loss restore [do not delete existing tranzaction logs)

Microzoft SharePaoint Redirection v Festore public folder .

Draele Redirection ¥ Restare private mailboses M
DE2 Redirection

Enterprize W ault Redirection ~ Exchange 2000 and later

Wiware Redirection

: > o Log recovery options when reztoring the [nformation Store
SM'::_DSDH Wirtual Server Redirectior ' Festore all transaction logs; do not delste existing tranzaction logs [no loss restore]
ettings
General @ For continuous protection jobs only, restore all ransaction logs until 2342008 10409 Ab j
point-in-tims; skip tranzaction logs after this time .
Advanced
Network and Security " Purge existing data and restore only the databases and transaction logs from the backup ssts

Pre/Post Commands 5
Micrasaft SEL Path on Exchange Server for temparany storage of log and patch files

wchange |CATEMP
Microzoft SharePoint
Microsoft Active Directony

™ Dismount database before restore

Latuz Domino ¥ Cormmit after restore complates .

Oracle ¥ Mount database after restare Guide Me. .. |
beZ e

Enterprize W ault

Meti'are SHS

Linwe, Unix, and Macintosh

HNDMP

Wi hdusizra birk 1al Lnfeacke ioh re b
4 | »

Fun Maow I Cancel | Help |

4

5. Perform this step if this is a restore of Microsoft SQL. If this is not a restore of Microsoft SQL, skip to Step 6.
Select Microsoft SQL to verify the restore options for the SQL data. Continue to Step 6.
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Restore Job Properties Comments? [ [}

Source
Selections
Rezource Credentials
Device
Destination
File Redirection
Microzoft SOL Redirection
Microzoft Exchange Redirection
Microzoft SharePaint R edirection
Oracle Redirection
DBE2 Redirection
Enterprize Wault Redirection
Whdware Redirection
Microzoft Witual Server Redirectior
Settings
General
Advanced
Metwork and Security
Pre/Post Commands
b L
Micrazoft Exchange
Microgzoft SharePoint
Microsoft dctive Directony
Lotus Domino
Oracle

Enterprize "W ault
MNefwiare SMS
Linus, Unix, and Macintosh

MDMP

DB2 -

b e S X
4 | »

r Microsoft SOL

Recovery completion state
& | eave the database ready to use; additional ransaction logs or differential backups cannat be restored
" Leave the database nonoperational; additional transaction logs or differential backups can be restored

" Leave the database in read-only mode

[ Take existing destination database offline

[~ Owenwite the exizhing database

[ Automate master database restore

[~ Continue restoring if an error occurs during the restore [SOL 2005 or later]
[~ Fun werify only; do not restore data

Conziztency check after restore:

IFuII check, including indexes j

— Log recovery options
' Recover the entire log

" Point it ime: log restore: I 3/13/2009 ﬂl 1:04:09 A :‘I

" Restore log up to named transaction: I

[T nelude the named transaction

[T Found after. [ 371322003 =] [ 0403 a0 =

Check Selections |

Guide Me. .. |

Fun Maw I

Cancel |

Help

4

6. Click on Schedule and sp

job for processing. The restore job status can be monitored from the Job Status tab.

Conclusion

Creating snapshots for off-host &
operations. As a result, administ
disaster. Off-host backups are a

requirements and large amounts of data.

, symantec.
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ecify the scheduling options for the restore. Click Run Now to submit the restore

ackup requires minimal overhead and does not interfere with normal system
rators can schedule snapshots frequently, minimizing potential data loss during a
particularly good solution for organizations with stringent high availability




, symantec.

The off-hosts clients mu
to Disk Appliance.

Best Practices and Troubleshooting

st be using Windows Server 2008 to perform off-hosts backups with the DL Backup

The Backup Exec Hardware Compatibility List contains the list of the supported software and hardware
certified with this solution. (http://support.Veritas.com/menu_ddProduct BEWNT view CL.htm). Check

the HCL to verify that all
When performing backu
concurrently or else the

components are certified and supported.
ps of SQL or Exchange databases, all volumes must be able to be snapped
backup operation will fail.

For off-host backup to work, all volumes must reside on disks that are shared between the remote computer

and the Backup Exec me
volumes are not shared,

dia server. It is the backup administrator's responsibility to confirm this. If the
the import operation will fail, and you may need to clean up the snapshots and

resynchronize the volumes manually.

The provider used for snapshot must be installed on both the media server as well as on the remote

computer. If the provider is not installed on the media server, the import operation will fail, and you may

need to clean up the snapshots and resynchronize the volumes manually.

All volumes selected for
other database applicati
transportable volumes.

In addition to being tran

backup must be transportable to the media server. If Microsoft SQL or Exchange, or
ons are selected for backup, make sure that the databases and log files reside on

sportable, all volumes selected for backup must be snappable by the same provider.

It is the backup administrator's responsibility to ensure that all volumes in a backup job are supported by the

same VSS provider.
Log files created by the
not reside on any of the
snapshot will time-out. (
Make sure that the prov
Copy" service has not be
Make sure that the mac
the remote computer. In
If a backup job is configu
selected VSS provider is
server. Otherwise, the ja

orovider or by its supporting application during normal snapshot operation should
volumes being snapped. This prevents VSS from flushing the write buffers, and the
Change the log path to another volume.

ider service is running and make sure that the Microsoft Windows "Volume Shadow
en disabled.

hine-level credentials used for the job are the same on both the media server and
correct credentials will cause snapshots or the backup to fail.

red in a CASO environment, you must target the job to media servers on which the
installed rather than allowing the job to be delegated by the central administration

b could be delegated to a media server that does not have off-host capability.
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